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Welcome to the Fortinet SSO Collector
Agent v5.0.0241 Setup Wizard

The Setup Wizard will install Fortinet SSO Collector Agent
v5.0.0241 on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

i-'.% Fortinet 550 Collector Agent v5.0.0241 Setup - | I:Ilil

End-User License Agreement

Please read the following license agr

Fortinet Product License Agreement / EULA and Warranty Terms i’

Trademarks and Copyright Statement

Fortinet®, FortiGate®, and FortiGuard® are regiztered trademarks of Fortinet, Inc., and

other Fortinet names herein may also be trademarks, registered or otherwise, of

Fortinet. All other product or company names may be trademarks of their respective

owners. Copyright © 2002-2011 Fortinet, Inc., All Rights reserved. Contents and terms

are subject to change by Fortinet without prior notice. No part of this publication may be
reproduced in any form or by any means or used to make any derivative such as

translation, transformation, or adaptation without permission frem Fortinet, Inc., as
stipulated by the United 5tates Copyright Act of 1576, ;I

¥ 1 accept the terms in the License Agreement!

Print Back Mext Cancel
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Destination Folder
Click Next to install to the default folder ¢

Install Fortinet SSO Collector Agent v5.0.0241 to:

IC:\Program Files (x86)\Fortinet\FSAE\

Change...

Se debe contar con un usuario con permisos de administracién del AD.

|§ Fortinet Single Sign On Agent

The user account on which you want to I3

Please input the user account's name andA

User name must be in form DomainName\UserName. If you want to use local user account,
please enter . \UserName.

User Name: | \Administrator

Password: I EEXXEXEXLERE

Back Next Cancel




Se debe seleccionar de la siguiente manera:

i-.a Fortinet Single Sign On Agent

Install Options

Fortinet Single Sign On Agent could be set up to monitor user logan events and/or serving
MTLM authentication requests from Fortigates. Select the proper options below.

¥ Monitor User logon events and send the information to FortiGate.
¥ Serve NTLM authentication requests coming from FortiGate.

Please select the access method of Windows Directory

% Standard{e.q domain'user)
-Select this option for easy setup, works for most situations
" Advanced(e.g. CN=user,0lU=5ales, DC=domain,DC =com)

-Select this option if you setup LDAP access to Windows AD to retrieve userfgroup
information from FortiGate

Cancel
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Ready to install Fortinet SSO

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

i Fortinet Single Sign On Agent

Completed the Fortinet SSO Coll
Agent v5.0.0241 Setup Wizard

Click the Finish button to exit the Setup Wizard.

v Launch DC Agent Install Wizard

zantel I




En el momento en que salga la siguiente ventana se debe colocar la IP del AD y el puerto 8002

Fortinet Single Sign On Agent - Install DC Agent El

Welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Cortrollers in your domain.

First please confim the Collector Agent address and listening port.

— Collector Agent

Collector Agent IP address:

Collector Agent listening port: (8002

Mote: You need to have administrator access to the domain cortroller in order to install the

DC Agert!

< Bfras I Siguiente = I Cancelar FAyuda

Se selecciona el AD principal:

Fortinet Single Sign On Agent - Install DC Agent x|

Flease select the domain(s) you want to monitor:

I some domains are missing, make sure the trusted relation between domains is set up
propery, then run this wizard again.

< firas I Siguiente = I Cancelar FAyuda




Si se requiere excluir algin usuario en especifico para q no sea monitoreado por el FSSO se
selecciona, en caso contrario se continua con la instalacion.

Fortinet Single Sign On Agent - install DC Agent X|

Please mark the users you DO NOT want to monitor their logon events:

B
----- [ ] administrador
----- [ ] administradorab
----- [ ] Administrator
----- ] Invitado

« ftras I Siguiente > I Cancelar Ayuda

En caso de tener varios AD, se seleccionan para g se instale el agente DC a todos, como se muestra
acontinuacion:




Fortinet Single Sign On Agent - Install DC Agent

FS50824/WIN-AD fes0524 com




Consola del agente:

Fortinet Single Sign On Agent Configuration = |EI|£|

[~ Cache user group lookup result

Cache expire in [minutes): [60 Clear Group Cache | Export Configuration
Advanced Settings | | Savekclose I Apply | Default | Help |

En la consola se debe configurar el Password este debe ser el mismo que se configura en el FW.

W Monitaring user logon events ¥ Support NTLM authentication |En||echangmLStaws: RUNMNING
i~ Listening ports . Common Tasks
FortiGate: [2000 DE Agent: [8002 Show Servics Status |
- Logging . Show Manitored DCs |
Log levek: IWaming VI Log file size limit{tE): |1D ‘iew Log |
. Show Logon Users |
™ Log logon events in separate logs Yiew Logon Events |
Select Domains To Monitor |
i Authentication
¥ Require authenticated connection from FortiG ate Pazsword | essssssssssss Set Directory Access Infarmation |
 Timers Set Group Filters |
Work station verify interval [rminutes): |5
4| ist |
Dead entry timeout interval [minutes): |4SEI Sek Ignore User Lis
IP address change verify interval (seconds): |8‘D Sync Configuration With Other Agents |

La pestafia de Show Monitore DCs es para verificar si se estan monitoreando todos los AD

DC Agent Status

Active DC Agents; 1

|

IP Address | # Logon Events | Last Logon Event Received | Received at

19216833 404 WAN-AD fzzob24. com K EEPALIVE /Polling 2016/09/0211:45:18

Select DC to Monitor... Refresh Maow Cloze




La pestafia de Show Logon User es para verificar los usuarios activos en el AD que estd viendo el
FSSO.

Logon users list x|

Currently logon users: 1

IF address
152 g

! | ol

IP Address: 182168.3.3 ;l

" orkstation: WIN-A0. FS50524. COM

User F550524\ADMINISTRATOR

Group: F550524/PROPIETARIOS DEL CREADOR DE DIRECTIVMAS DE GRUPO+FSSO524/USUARIOS DEL DOMIMIO+FS

Status: ak.

Tirne: 2016/09/02 11:29:08

Type: EwentLog

Fort B ange:

4| | 3|
Test Workstation | Clear User Cache | Refresh Mow | Cloze |

La pestaiia de Set Group filter es donde se realiza la configuracién de los Grupos a Monitorear por
el FW, estas configuraciones se realizan de la siguiente manera:

Se selecciona add:

| FortiGate Filter List x|

1+ Specify monitoring groups of FortiGates. Users logondlogoff activities will only be sent to the FortiG ate if
the uzers belongs ta its monitored groups. IF a default filker iz defined, it will be used when no matching
FortiGate filter is found.

FartiGate SH | Description | M onitored groups

4| | 2
add. | Edt. Remave ok | Cancel |




Se selecciona Default filter y Advancerd

[Forticate Group Filter x|

— FortiGate Group Filter

v Defaul filker

FortiGate Serial Mumber: IDefault

Description: IDefauIt filter

b anitar the fallowing aroups:

Enter the group names then click "add", or click “Advanced..." to select from
the directaory.

Add Advanced... | Remove |

Ok, I Cancel |

Se selecciona los Grupos que van a tener Filtrado Web, para que solo dichos grupos sean
monitoreados:

Select User Groups x|

Checkmark the groups you want to monitor, then click “Add".

=-{ ) F550524 -
----- | Acceso compatible con versiones anteriores de Windaows 2000
----- [ &dministradares

----- [ | Administradores de empresas

----- [ Administradores de esquema

----- [ &dminz. del dominic

----- | Certificate Service DCOM Access

----- | Controladares de dominio

----- | Controladares de dominio de sdla lectura

----- [ | Creadaores de confianza de bosque de entrada

----- [ Drstdming

----- [ DnzllpdateProwy

----- [ | Duplicadores

----- || Enterprize Domain Contrallers de zdlo lectura

----- | Equipos del dominic

F550

----- || Grupo de acceso de autarizacidn de Windows ﬂ

Add selected uzer groups | Cancel I




Forvcate Grovprier x
E — FortiGate Group Filker
r v Diefault filker 5
: FortiGate Serial Mumber: IDefault
B Description: IDefauIt filker I
banitor the following groups:
FS50524/F550
Enter the group names then click “Add", or click “Advanced..." to zelect from
the directony.
i Add Advanced... | Remove | I
j -
- ] I Cancel -

N FortiGate Filter List x|

1 Specify monitaring aroups of FortiGates. Users logon/logoff activities will only be sent ta the FortiG ate if
the uzers belongs to itz maonitored aroups. If a default filter iz defined, it will be uzed when na matching
FortiG ate filker is found.

] FortiGate 5M Description Monitored groups

Default filker

4| | ]
sdd.. | Edi. Remave ok | cancel |

Finalmente, en la Consola principal se da aplicar, en el FW se debe refrescar luego de esta
configuracion.



