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Summary 
 

Intrusions By Severity  
 
 
 
 
 

 
 95.11% Critical (7,565 )  
 4.00% Medium (318 )  
 0.54% Low (43 )  
 0.35% High (28 ) 

 
 
 
 
 
 

 

Critical High and Medium Intrusions Timeline  
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Intrusions By Types  
 
# Intrusion Type Counts 

1 Anomaly 7,203 

2 Information Disclosure 317 

3 Malware 315 

4 OS Command Injection 27 

5 Improper Authentication 9 

6 SQL Injection 2 

7 Other 1  
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Intrusions Detected 
 

Critical Severity Intrusions 
 

# Attack Name CVE-ID Intrusion Type Counts 
 

1 tcp_dst_session 
 

Anomaly 
     

 

      
 

 

2,903 
 

    
 

2 ip_dst_session 
 

Anomaly 
     

 

      
 

 

2,898 
 

    
 

3 tcp_syn_flood 
 

Anomaly 
   

1,402 
 

    
 

    
 

4 Backdoor.DoublePulsar 
 

Malware 
  

315 
 

   
 

   
 

5 Apache.Commons.Collection CVE-2015-4852,CVE-2015-6420, OS Command Injection 
 

27 
 

 
 

 
 

 .InvokerTransformer.Code.Exec CVE-2015-6555,CVE-2015-6576,       
 

 ution CVE-2016-0788,CVE-2016-3427,       
 

  CVE-2016-3642,CVE-2016-4385,       
 

  CVE-2016-8735,CVE-2016-9498,       
 

  CVE-2017-5792       
 

6 Netcore.Netis.Devices.Hardc 
 

Improper Authentication 
 

9 
 

  
 

  
 

 oded.Password.Security.Bypass        
 

7 ThinkPHP.Controller.Parame 
   

4 
 

   
 

   
 

 ter.Remote.Code.Execution        
 

8 NETGEAR.DGN1000.CGI.Una 
   

2 
 

   
 

   
 

 uthenticated.Remote.Code.Exec        
 

 ution        
 

9 HTTP.URI.Java.Code.Injection 
   

1 
 

   
 

   
 

10 Drupal.Core.Form.Rendering 
   

1 
 

   
 

   
 

 .Component.Remote.Code.Exec        
 

 ution        
 

11 DrayTek.Vigor.Router.Web.M 
   

1 
 

   
 

   
 

 anagement.Page.Command.Inje        
 

 ction        
 

12 PHPUnit.Eval-stdin.PHP.Rem 
   

1 
 

   
 

   
 

 ote.Code.Execution        
 

13 WordPress.HTTP.Path.Traver 
   

1 
 

   
 

   
 

 sal        
  

 

High Severity Intrusions  
 

# Attack Name CVE-ID Intrusion Type Counts 

1 Liferay.Portal.JSONWS.Insec   12 
 ure.Deserialization    

2 Mirai.Botnet   6 

3 ThinkPHP.Request.Method.R   4 
 emote.Code.Execution    

4 HTTP.URI.SQL.Injection  SQL Injection 2 

5 Tomato.Router.Default.Cred   1 
 entials    

6 Netlink.GPON.Router.formPi   1 
 ng.Remote.Command.Injection    

7 Seeyon.Office.Anywhere.ht   1 
 mlofficeservlet.Arbitrary.File.Upl    

 oad    

8 DeDeCMS.Remote.File.Inclus   1 
 ion     
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Medium Severity Intrusions 

 

# Attack Name CVE-ID Intrusion Type Counts 
 

 

1 MS.SMB.Server.Trans.Peeking.D CVE-2017-0147 Information Disclosure  

  

317 
 

  
 

  
 

 ata.Information.Disclosure       
 

2 Apache.Axis2.Default.Password. CVE-2010-0219 Other  

 

1 
 

 
 

 
 

 Access       
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Intrusion Victims  

 
# Attack Victim Counts Critical  High  Medium Percent of Total Attacks 

1 100.X.X.X  5,804 78.59% 

2 190.X.X.X  1,402 18.98% 

3 100.X.X.X   33 0.45% 

4 100.X.X.X  21 0.28% 

5 13.X.X.X  14 0.19% 

6 13.X.X.X  14 0.19% 

7 13.X.X.X  14 0.19% 

8 13.X.X.X  14 0.19% 

9 100.X.X.X  11 0.15% 

10 13.X.X.X  8 0.11% 

11 13.X.X.X  6 0.08% 

12 13.X.X.X  6 0.08% 

13 13.X.X.X  6 0.08% 

14 13.X.X.X  6 0.08% 

15 13.X.X.X  6 0.08% 

16 13.X.X.X  4 0.05% 

17 13.X.X.X  4 0.05% 

18 13.X.X.X  4 0.05% 

19 13.X.X.X  4 0.05% 

20 13.X.X.X  4 0.05% 

 

Intrusion Sources  
 

# Attack Source Counts Critical  High  Medium Percent of Total Attacks 

1 10.X.X.X  166 21.15% 

2 10.X.X.X  132 16.82% 

3 10.X.X.X  122 15.54% 

4 10.X.X.X  117 14.90% 

5 10.X.X.X  50 6.37% 

6 10.X.X.X  26 3.31% 

7 191.X.X.X  24 3.06% 

8 10.X.X.X  19 2.42% 

9 191.X.X.X  16 2.04% 

10 191. .X.X.X  14 1.78% 

11 191.X.X.X  12 1.53% 

12 191.X.X.X  11 1.40% 

13 191.X.X.X  10 1.27% 

14 191.X.X.X  10 1.27% 

15 191.X.X.X  10 1.27% 

16 191.X.X.X  10 1.27% 

17 94.X.X.X  9 1.15% 

18 191.X.X.X  9 1.15% 

19 191.X.X.X  9 1.15% 

20 191.X.X.X  9 1.15%  
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Intrusions Blocked  

 
# Intrusion Name Intrusion Type Severity Counts 

1 Backdoor.DoublePuls Malware Critical 315 
 ar    

2 Apache.Commons.Co OS Command Injection Critical 27 
 llection.InvokerTransfor    

 mer.Code.Execution    

3 Netcore.Netis.Device Improper Authentication Critical 9 
 s.Hardcoded.Password.S    

 ecurity.Bypass    

4 ThinkPHP.Controller.  Critical 4 
 Parameter.Remote.Code    

 .Execution    

5 NETGEAR.DGN1000.C  Critical 2 
 GI.Unauthenticated.Rem    

 ote.Code.Execution    

6 Drupal.Core.Form.Re  Critical 1 
 ndering.Component.Re    

 mote.Code.Execution    

7 HTTP.URI.Java.Code.I  Critical 1 
 njection    

8 DrayTek.Vigor.Router  Critical 1 
 .Web.Management.Page.    

 Command.Injection    

9 PHPUnit.Eval-stdin.P  Critical 1 
 HP.Remote.Code.Executi    

 on    

10 WordPress.HTTP.Pat  Critical 1 
 h.Traversal    

11 Liferay.Portal.JSONW  High 12 
 S.Insecure.Deserializatio    

 n    

12 Mirai.Botnet  High 6 

13 ThinkPHP.Request.M  High 4 
 ethod.Remote.Code.Exe    

 cution    

14 HTTP.URI.SQL.Injectio SQL Injection High 2 
 n    

15 DeDeCMS.Remote.Fil  High 1 
 e.Inclusion    

16 Netlink.GPON.Router  High 1 
 .formPing.Remote.Com    

 mand.Injection    

17 Seeyon.Office.Anywh  High 1 
 ere.htmlofficeservlet.Arb    

 itrary.File.Upload    

18 Tomato.Router.Defau  High 1 
 lt.Credentials    

19 MS.SMB.Server.Trans Information Disclosure Medium 317 
 .Peeking.Data.Informatio    

 n.Disclosure    

20 Apache.Axis2.Default. Other Medium 1 
 Password.Access     
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Intrusions Monitored  

 
# Intrusion Name Intrusion Type Severity Counts 

1 tcp_dst_session Anomaly Critical 2,903 

2 ip_dst_session Anomaly Critical 2,898 

3 tcp_syn_flood Anomaly Critical 1,402 

4 Wind.River.VxWorks.  Low 22 
 WDB.Debug.Service.Versi    

 on.Number.Scanner    

5 ZGrab.Scanner  Low 11  
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Attacks Over HTTP/HTTPs  

 
# Attack Name Severity Attack Counts 

1 tcp_dst_session Critical 2,711 

2 ip_dst_session Critical 2,710 

3 tcp_syn_flood Critical 1,323 

4 Apache.Commons.Collection.Invo Critical 27 
 kerTransformer.Code.Execution   

5 ThinkPHP.Controller.Parameter.R Critical 4 
 emote.Code.Execution   

6 NETGEAR.DGN1000.CGI.Unauthen Critical 2 
 ticated.Remote.Code.Execution   

7 HTTP.URI.Java.Code.Injection Critical 1 

8 WordPress.HTTP.Path.Traversal Critical 1 

9 Drupal.Core.Form.Rendering.Com Critical 1 
 ponent.Remote.Code.Execution   

10 PHPUnit.Eval-stdin.PHP.Remote.C Critical 1 
 ode.Execution   

11 DrayTek.Vigor.Router.Web.Manag Critical 1 
 ement.Page.Command.Injection   

12 Liferay.Portal.JSONWS.Insecure.D High 12 
 eserialization   

13 Mirai.Botnet High 6 

14 ThinkPHP.Request.Method.Remot High 4 
 e.Code.Execution   

15 HTTP.URI.SQL.Injection High 2 

16 Netlink.GPON.Router.formPing.Re High 1 
 mote.Command.Injection   

17 DeDeCMS.Remote.File.Inclusion High 1 

18 Seeyon.Office.Anywhere.htmloffic High 1 
 eservlet.Arbitrary.File.Upload   

19 Tomato.Router.Default.Credential High 1 
 s   

20 Apache.Axis2.Default.Password.Ac Medium 1 
 cess    
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Appendix A 
 

Devices 

 

CLUSTER-FW_COMPAÑIA_ [V01-INTERNE]  
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